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Why this session?



Short History Lesson



October 2017 
San Francisco 

Internet2 Technology Exchange 
Network Automation Workshop

“Necessity is the mother of invention.”
“Desperation is the mother of…"



After 2017…

Internet2 created 

• ntac-
networkautomation@internet2.edu 
mailing list 

• https://internet2.slack.com/ 

• #i2-network-automation 

• #i2-ntac

mailto:ntac-networkautomation@internet2.edu
mailto:ntac-networkautomation@internet2.edu
https://internet2.slack.com/


2019



And now in 2022… ?





So… 
Problem solved, right?





Or… ?



[Dramatic Pause]
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Thank You

https://frank.seesink.com/presentations/
Internet2TechEx-Fall2022/ 

Frank Seesink 
frank@seesink.com 

frank@unc.edu

https://frank.seesink.com/presentations/Internet2TechEx-Fall2022/
https://frank.seesink.com/presentations/Internet2TechEx-Fall2022/
mailto:frank@seesink.com


Notes 

• Session in Schedule 

• Session Abstract

https://internet2.edu/2022-technology-exchange/2022-program/advanced-networking-sessions/#morninganweds
https://internet2.edu/2022-technology-exchange/2022-program/abstracts/#there
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Performance Team



Automation at the GlobalNOC

● GNAT - GlobalNOC Network Automation tool
○ AWX/Ansible, Git/GitHub, GlobalNOC DB, and custom playbooks with a WebUI
○ “Things that are the same across devices” - Think Radius Config, NTP, Syslog, root 

passwords, ACLs,etc… (this is a surprising size of configuration on many devices)
○ Periodic network configuration validation (verify devices are configured as 

expected)
● GSCS - GlobalNOC Service Configuration System

○ YANG based configuration tool to generate templates on “services”
○ “Things that are different” - BGP peerings, VLAN configs, VRFs, VPN 

configurations, etc..
○ GSCS pushes changes into GNAT

● Network Troubleshooter
○ Ultimate goal - automatically fix the network when its possible… currently this is 

in its first steps











Automation at the GlobalNOC cont.

● GlobalNOC Network Maintenance Sanity Checker
○ Runs a set of commands and stores the results before and after the 

maintenance and compares the results to verify the status of the 
network before and after maintenances (can be integrated into GNAT)

● Lots of “one off” automation pieces
○ DDoS remediation for Indiana GigaPOP
○ Version validation
○ Juniper device upgrades - NWave process
○ Cisco IOS-XR upgrades - OSHEAN process
○ Interface Description updates
○ IPv6 Deployments



Sounds great does it work?

● Ya, mostly… 
○ Currently support over 400 devices at 80% configured via Automation
○ Another 200 devices at about 20%
○ More devices and networks every day

● Constantly trying to add features and work with network 
engineers to improve workflows

● Starting is the hard part!



How did we get there?

● Dedicated team of developers
○ Lots of interacting with network engineers at different organizations 

to get requirements, feedback, and improvements
● Already had experience with NetConf, working with device 

configurations
● Already had a Centralized Database (GlobalNOC DB) of 

network devices, and other information to start with
● Testlab is critical!



Lessons Learned from Automation Deployments

● Starting is the hardest part
○ Lots of excuses on why not (time, experience, not ready, etc)
○ Pick something small and easy that is a time saver (changing root password)
○ Don’t need NSO/Ansible/Puppet/Chef, can just start with a perl Script

● Try different things
○ What works for one task might not work for another

● Re-evaluate and move forward
○ What has been successful? What hasn’t and why?
○ Pick one more thing to work towards

■ ACL updates, Prefix-List updates, Firmware upgrade
● Just START! You need to gain some experience to figure out 

what tools you want to use, and get ideas on how to go 
forward.



Network Automation: Are We 
There Yet? - LEARN

Byron Hicks
Network Services Director

2022 Internet2 Technology Exchange
December 7th, 2022



Are We There Yet?

•Where is LEARN in the process?
• Early Days

•Automation test bed set up
• Can push changes to routers/switches
• Fully automated JUNOS upgrades



Tools Used – JUNOS Upgrades

• Ansible
• Playbook

• Python
• scripting

•Manual
• Only used to change mastership RE

•Microsoft Excel
• Compare/validate

• Visual Studio Code
• Development



Lessons Learned – JUNOS Upgrades

•Automation - faster pre-loading JunOS on both 
Routing Engines
• “Get Facts” – script used to compare information 

before and after upgrade
•Backup RE did not reboot – there is a process to 

remotely reboot



LEARN Automation Next Steps

•Packet RFP 
• Analyzing responses now
• Automation platforms part of RFP request

• “Source of Truth” Documentation
• Presently using Netbox 2.10.10 in production
• Debating Netbox vs Nautobot today
• Getting information about existing services to make transition to 

different hardware vendor easier.



Questions?



Automation: Are We There Yet? 

Shannon Byrnes
Sr. Software Engineer, Internet2
(But! Campus Automation Engineer in her previous life)
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Campus Automation

Core

Access Layer

Distribution

A million different PIDs probably

More
Static
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Automation Tools in the Campus
(That I used, anyway.)

● Netmiko
● Nornir
● NAPALM
● NetBox
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A (very) few example projects

● Image upgrades across routers, L3/L2 switches
● Update of IP helpers for centralized DHCP servers
● Campus-wide deployment of closed dot1x



TechEx22

Network	Automation



Network	Automation	@	UNC
Are We There Yet?



The	Catalyst

12/6/22 3ITS Networking



The	Goals

• Maintain essential functionality
– Who are the users?  What do they really need?

• Use a team approach
– Spread skills over multiple people, avoid skill silos
– Extend opportunity to other ITS departments
– Grow expertise among members

• Embrace new development and deployment patterns
– Set up for future growth

• Consider security and plan appropriately

12/6/22 4ITS Networking



Agile Development	and	SCRUM

12/6/22 5ITS Networking

Backlog Management
- Jira Scrum Board
- Sprint Planning
- Task Tracking
- Product Owners



GitLab

12/6/22 6ITS Networking

Source Code Management
- Git basics
- Branch planning
- Coding conventions

Pipeline Automation



The Framework

12/6/22 7ITS Networking

Django / Python
- Dynamic Content
- Function API

REST APIHTML/CSS AJAX

Device SSH

Service APIs

Netmiko



API	Planning

12/6/22 8ITS Networking

Standardized requests and responses calls for operations
interacting with other devices and APIs.



Platform	As	A Service
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OpenShift (Cloudapps)
- Established campus offering
- Project layout

- Production
- Testing

- Triggered builds



Feature	Areas

Core ping, arp, traceroute, vlan, interfaces, ACLs, block reporting

IPAM Interface with Infoblox data, automate add/update/deletes

VPN Tools AnyConnect client and group details, statistics

VoIP Tools Automated porting between VoIP providers

Wireless Tools AP management, bulk controller changes, reporting

RF Spectrum DB RF usage, placement, ownership, mapping
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Demonstration
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